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Housekeeping

•  Timing, Schedule, Q&A Session

•  Online Etiquette (microphones, distracting activities)

•  Recording and Privacy
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•  Client's TCP/IP Config. (e.g. resolv.conf)

•  Zone Data File contains the Resource Record in Question

•  Name Server hasn't loaded Zone Data File

•  Ensure Resource Records have trailing Dots, if they require them

•  Secondary Name Server has Problems updating the Zone

•  Parent Zone’s Delegation

Local Names can't be looked up
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•  Local Name Server's Config. (Root Hints, Forwarders, etc.)

•  Remote Zone's Name Server Reachability (traceroute, nsloopup, dig, etc.)

•  Lame Delegation if remote Zone is new or has changed

•  FQDN doesn't exist on remote Zone's Server

Remote Names can't be looked up
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•  Primary's Serial Number is lower than the Secondary’s one

•  Primary’s Config. wasn't reloaded

•  Secondary is having Trouble updating from its Primary

•  Multiple Records are handled by Round-Robin

•  Authoritative vs. Recursive (e.g. AAAA from Authoritative & PTR from Recursive)

Wrong or inconsistent Answers
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Why not just use ping?
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• NOERROR - No Error

• FORMERR - Format Error 

• SERVFAIL - Server or Feature Problem

• NXDOMAIN - FQDN doesn’t exist

• NOTIMPL - Not implemented

• REFUSED - Action refused

• NotAuth - Server not authoritative for Zone

• NotZone - Name not contained in Zone

• prereq - YXDomain, YXRRSet, NXRRSet

DNS Response Codes

https://www.n3k.com/experten-webinar-reihe-mit-andreas-taudte-mr-ddi
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•  Performs DNS Lookups and displays the Answers

•  Other Lookup Tools tend to have less Functionality

•  No interactive Mode, just Arguments

•  Batch Mode for Reading Lookup Requests from a File

Domain Information Groper (dig)
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Name-to-Address Mapping 
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Address-to-Name Mapping
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Digging authoritative and recursive DNS
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Digging for Stats
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Digging for Zone Transfer
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Digging the Internet Protocol
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Digging specific Port from specific Source Address
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Digging internationalized Domain Names (IDN)
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Digging without EDNS Support
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Digging for the Name Server Identifier (NSID)
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Digging DNSSEC
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Digging broken DNSSEC
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What else?

https://apps.apple.com/us/app/isc-dig/id1115648880

https://dns.lookup.dog/

https://www.knot-dns.cz/docs/2.6/html/man_kdig.html
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What’s next?
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Greedy for more?

•  Ekim Maurer – „Why DDI needs to change“

•  Jens Hoffrichter – „Lessons Learned for smooth Transition“

•  Tim Rooney  – „DDI Intent Driven Networking“
•  Peter Lowe  – „DNS Abuse Techniques Matrix“

•  Sif Baksh  – „The Power of DDI Automation“
•  Vadim Pavlov – „The ioc2rpz Community“
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Thank you for your Time.
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